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OVERVIEW

Thank you for choosing GWAVA 4. This guide will walk you through the basic
installation steps for GWAVA 4.

If you are trying to install WASP 2, please refer to the WASP2_lInstallationGuide.pdf.

Installation - General Procedure

Choose GWAVA 4 installation location

Download the installation zip file (GWAVA4_WASP2_Install_xxx.zip).
Unzip the installation zip file

Run the gwava_setup.jar file and follow the wizard to install all of the
GWAVA program files.

Log in to the GWAVA4 management console and perform server activation
e Login to the GWAVA4 management console and set up a scanner.

e Restart GroupWise to utilize GWAVA 4.
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PREPARATION

The preparation section outlines some considerations in installing GWAVA 4 for the
first time.

GWAVA 4 Scanning Location

GWAVA 4 offers protection at multiple e-mail scanning levels. Before beginning
installation, you must determine where GWAVA scanning should be done.

GWAVA 4 protects your GroupWise system at the following levels:

o GroupWise Internet Agent (GWIA)
e Message Transfer Agent (MTA)
e Post Office Agent (POA)

To protect messages at the GWIA or MTA level, GWAVA must be installed on the same
server as the GroupWise agent. Only install GWAVA on the servers that you want to
be protected.

To scan messages at the POA level, GWAVA does not need to be installed on the same
server as the agent, but must have access to the Post Office via IMAP and a trusted
application key.

Choosing where to scan

One of the most critical choices you will make is where scanning is performed. Some
of the advantages/disadvantages are outlined below to help you choose where you
would like to protect your e-mail system.

GWIA

A GWIA scanner cleans Internet traffic or messages that pass through the GWIA.

Internal messages (messages between users in separate post offices and messages
between users in the same Post Office) will not be scanned. Generally most messages
that need to be blocked are Internet traffic.

MTA

A MTA scanner cleans Internet traffic and internal messages between post offices
(messages between users in the same Post Office are not scanned).

The MTA scanner does provide added protection between post offices.

POA

A POA scanner cleans out messages after they have already been delivered. This is
useful for making sure mailboxes do not contain inappropriate content.

GWAVA 4 Installation Guide

A GWIA or MTA scanner
can be done in real-
time. POA real-time
scanning is not
available at this time.

GWIA scanning is highly
recommended.

If you only want mail
to be scanned once,
use the GWIA scanner.

If you do not know
which level is most
appropriate, use the
GWIA scanner.
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Minimum Requirements

To ensure the smoothest operation of GWAVA 4 your server should meet some basic
criteria. This criterion is outlined below.

2.4 GHz Pentium 4 processor, 1 Gig RAM, 36Gb hard drive
2,000 mail/hour + 100 concurrent Internet connections
4,000 mail/hour

400 concurrent Internet connections

3.2 GHz Pentium 4 processor, 1. 5 Gb RAM, 40Gb hard drive
4,000 mail/hour + 300 concurrent Internet connections
7,000 mail/hour

600 concurrent Internet connections

3.6 GHz Pentium 4, 2Gb RAM, 60Gb hard drive

8,000 mail/hour + 600 concurrent Internet connections
10,000 mail/hour

900 concurrent Internet connections

Keep in mind that even if your server meets these requirements that you still need to
consider the other programs running on the server. If there are other resource
intensive programs on the server you may experience slow operation of GWAVA. The
best recommendation is to have GWAVA 4 and the GroupWise Internet Agent on a
server by themselves.

The Quarantine Management System (QMS) will use the most disk space. QMS stores
blocked messages for a period of time (configurable), and allows the administrator to
release any false positives that may occur. QMS replaces the old archive viewer used
in GWAVA 3.6.

QMS will store these messages in the directory where GWAVA is installed. You should
make sure that you have ample disk space on the volume where GWAVA will be
installed.

GWAVA 4 Installation Guide

You must have at least
5 GB of available disk
space for the program
software and
additional space if you
want to retain more
than 7 days of
quarantined messages.

Expect 10GB of space
used by QMS to retain
30 days of data in a
500 user system.

(NetWare) Only install
GWAVA on your SYS
volume if it is the only
volume on the server.
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GWAVA 4 INSTALLATION

This section will outline the installation of GWAVA 4 on Linux and NetWare. If you are
installing WASP 2 please refer to the WASP quick start guide.

Running a previous version of GWAVA during installation

Before starting GWAVA 4, you should shut down any previous versions of GWAVA 3. If
you do not do this then there will be some conflicting files.

Installing GWAVA 4

Download the installation file and unzip the file contents to a location of your
choice.

EGWAVM_WASPE_InstaII_1U8.zi|:|I

Run the installation jar file from your Windows workstation if you are installing
GWAVA on NetWare.

If you are installing GWAVA on Linux, run the jar file from your Linux server’s GUI. The installation file

Open a terminal in Linux and use the command ‘java -jar gwava_setup.jar’. can be found at
www.gwava.com
Once you run the file a welcome screen will come up. Click ‘Next’.

Welcome to
GWAVA 4 and WASP 2

GWAVA WAS P

Complete Protection for

Novell GroupWise

©2001-2008 GWAVA, Inc. Allrights reserved.
Nawell and GroupWise are registerad trademarks of Novell, Inc.

Cancel

Accept the license agreement by clicking the radio button ‘Yes’ and clicking ‘Next’.

Do you accept this license agreement?
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Browse through the Readme and then click ‘Next’. On the following screen make sure
that NetWare is selected for a NetWare install, and Linux selected for a Linux install,
then click ‘Next’.

B R
GWAVA [

On what platform are you installing?

|
Linux

@ MetWare

Cancel ] [ Back ] [ Next ]

Next, choose what other tasks you would like the installer to perform. Normally, you
want GWAVA to start up automatically. Check the first checkbox for the installer to
edit your autoexec.ncf (NetWare) or add the GWAVA start script to your runlevels
(Linux).

After the installation is complete, the installation program can also start GWAVA
automatically. This option is only available on Linux. Click ‘Next’ once you have
selected the correct options.

|
' Which system configuration tasks should the installer perform?
Start GWAVA Automatically When System Starts Up

Start GWAVA When Install Is Completed

Cancel ] [ Back ]
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GWAVA requires the use of the Internet to get virus definitions and to get product
updates. If your server goes through a proxy enter the appropriate information,
otherwise, click ‘Next’.

GWAWA 4 and WASP 2 require access to the internst to retrieve anti-virus
definitions and program updates from the web. i you use a proxy to contact the
internet, provide the correct information here. If you do not use a proxy in your
system, click "Next” to proceed

[T Use Proxy Semver

Prowy Server (ex: proxy.myfirewal.com:8080):
Proxy Username:

Prowy Password:

[ Cancel ] [ Back ] [ Next ]

Enter the installation directory where you want GWAVA to reside.

NetWare: This location should not be on the sys volume and should be on a volume
with plenty of free disk space. In this example the mapped drive V points to the root
of the NetWare vol1 (vol1:\GWAVA4).

Linux: The recommended installation path for Linux is /opt/beginfinite/gwava. Be
sure that the /opt location has plenty of allocated disk space.

GWAVA |

Install Diractory:
| [vGwavas

Cancel ] [ Back ] [ Next ]
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A summary of the installation will now be displayed. Check that all the locations and
options are correct. If you need to make changes, click ‘Back’. Otherwise, click
‘Next’ to begin the installation.

You are ready to install with the following settings

{click "Back" to make changes):

Install Platform: Netllare

Install Component(s): GWAVA and WASP
(GWAVA must not already be installed.)

Configure GWAVA for auto start: Yes

Start GWAVA after install: N

Use proxy: No

Install Directory: V:\GWAVA4

dosgl. _shtml

Decompressing files. ..

Cancel

To finish this installation of GWAVA and WASF go to the System Console
on your MetWare Server.
1- Add a search path to the GVWAWA 4 bin directory by typing:

Search Add <volume>:\<gwava_install_dir=\assets\bin

Example : Search Add gwvol:\gwavad

m

2 - After the search path has been successfully added type "GWAVAUP" to [
| | start your new GWAWVA senices

3 - Open a web browser and go to the GWAMA Management URL. You can
use your server's host name or ip address.
http:if<ip_address=:492582
ar
http://<server_host_name:>:49282

The software has been
successfully installed

Clidk "Finish” to exit

About VAInstall " Cancel Back

NetWare: Follow the onscreen instructions to add a search path and start GWAVA.

GWAVA 4 has now been successfully installed. Click ‘Finish’ and continue with the
installation process by following the instructions in the server activation section.

Refer to the Minimum
Specifications section
for more details about

disk space.
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SERVER ACTIVATION

From your workstation, enter the URL http://<your_server_ip>:49282. For example,
http://192.168.10.60:49282, then click ‘Go’ or press ‘Enter’.

Choose the default, ‘This is a new GWAVA server’ and click ‘Continue’.

3 GWAVA 4 Management Console - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

eaatk o @ B @ @:pﬁearch i%Favnrites @ @v &

address | &) http:/192.168.10.60:49282( Bl ks >

GWAVA 4

GWAVA Network Setup

o Tnternet

Server Parameters
MBS (MNetware) i/

\i/

Administration Information
Login Narne Admn L
R

TR
gvvacon
Gwavaron b
vavsa@awavacon

127.0.01 i)
9
[T ©

GWAVA 4 Installation Guide

If you open ports 49282
and 49285 on your
firewall, you will able
to access your GWAVA
configuration and mail
quarantine from any
location.

Remember your
password. You will
need this to log in to
the GWAVA 4 Web
Administration
console.
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Confirm that the information is accurate and click ‘Install’.

After the server has been activated, the following screen should appear. This is what
you should see when you log in to the web interface in the future.

TGO ool To connect to the
GWAVA : SRR SR S GWAVA4 Management

: — Console in the future,
Server Activation Cormplete
et War R State open any browser that

has access to the

. Click here to enter the management consale, You -will
Servers onling: 1 Servers affine: O require a valid login narme and password to enter, server and type the
) Y URL
-- Enter Managerment Console - http://<server_ip>:492
82

Now that the server is activated we can proceed installing a scanner.

Click here to move to the Scanner Installation section.
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LICENSE APPLICATION

In contrast to GWAVA 3, a license key and code will not be used to license GWAVA.
PEM files, which are encoded certificates, will be used.

If you do not have your PEM file visit https://licenses.gwava.com/, enter your If you dp not have a
validation key: XXXXXXXX and complete the registration form. Then print the displayed | Yalidation key, contact

License Certificate and download the PEM file. your sales .
representative.

To apply your license file open the GWAVA4 Management Console
(<IP_Address>:49282) and log in as ‘admin’. Then under ‘Server/Scanner’
Management click on your server folder and then click on ‘Server Management’. Click
on ‘Licensing’ to load the Licensing screen.

I\ Licensing

" Home Pages

) Welcome Install license (pem) fie Install

1(3 Quarartine manager

. Bookmarks Installed license files

~Documentstion
~ System Manzgement
" Server/Scannet Management

@ No log files exist for this service

Licenses on this server are located in VOLLA\GWAY A4 icense/

= ) NETW/AREG (Metiware)

= 'LJ Server management
Wy Server status
\\3 Configure server
[7 Loas
i Licensing

c Tisarae ™™

u_] Manage scanners

Click ‘Browse’ to find the location of your PEM file on your workstation, and then
click ‘Open’.
File Upload
Look i ‘L':')GWAVA-ltL\censa M Qe mE

2 [#Jydicznze pem:

My Recent
Documents

Desktop

My Documents

My Camputer

File name: |v4||:ense pem M [ Open I

MyNat.wnrk Files of type: |A|\Fi\es M [ Cancel ]
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The path to the PEM file will now be shown on the licensing page.

I Licensing

Install license (pem) fle C:hDocuments and SettingshAoberhD esktop\GWwWialiad Licenseiw

Installed license files

& Mo log files exist for this service

Licenses on this server are located in YOL1LAGW AW A4 icensef

Click ‘Install’ for the license to be applied.

Ffﬁ Licensing

Last action: Installed license file vdicense. pem

Install license (pem) file

[ Browse... | [ Instal |

Installed license files

[T wdlicense.pem (3505 bytes)

Licenses on this server are located in WOL1\GW AW A4 icense/

GWAVA 4 is now fully licensed and has complete functionality.

GWAVA 4 Installation Guide
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SCANNER INSTALLATION

To install a scanner access the GWAVA 4 Management Console by browsing to the URL

http://<your_server_ip>:49282. Click ‘Enter Management Console’. When prompted,

provide the username and password you used during the Server Activation process.

GWAVA 4 Management Console

Server Activation Complated

Metwiork Status

Click here to enter the management console, vou wil
Servers online: 1 Servers offiine: 0 require a valid login name and password to enter,

-- Enter Management Console --

Controls are on the left, information is on the right.

ol

" Home Pages

5 Wiglcome
s[ﬂ Guarantine manager

‘Whats new in \ £ Whats new i

- Bookmarks

b Documentation

- System Management

b Server/Scanner Management

If you have used previous 3L If this is your first
versions of GWAVA, this - involvement with GWAVA
short wideo covers some
of the key new features,
and changes between
GWAVA 4 and previous

4, watch this video o get
an overview of how to
interact with the system,
and what you will need to
do ta start configuring up
your basic GWAVA 4

wersions. It will assist you
in recognizing how to

access and  configure TN system.
many of the key components that you . @
may otherwise have trouble BLAN MAR K5 §

identifying within the new system, and
also highlight some new points of

interest.
[iRLax VIDIO@

check for updates from the internet

These links will assist you in
preparing  pour  GWAVA 4
systern  for the first time.
These tasks are optional, but
highly recemmended in getting
your GUWAMA 4 systern running
with — an  optimal  startup
configuration.

® Setup a personal admin account

Enter licenze information

® Run scanner setup wizsrd
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On the left-hand pane, expand your view below Server/Scanner Management.

GWAVA“4

" Home Pages

i Wielcome
{1 Quarartine manager

E) Bookmarks
ﬁ) Documentation
[“) System Mansgement
) ' ServeriScannet Management

= o] rES (Metivare)
2] ﬂ Server management
= wizards
& Installicreate nevw scanner
1‘, Migrate CWWAY S 3 config
= ] Marage scanners
@ no menu ftems available

Since no scanners have been defined, you see the “no menu items available”. Click
‘Install/create new scanner’ to install a scanner. If you want to migrate your GWAVA
3.x configuration, click ‘Migrate GWAVA 3 config’.

GWAVA *

e SV A T T h

¢ & Selectthe type of scanner you wish to install

i m—

v Hame Pages

5 elcome
{ Guarantine manager @ GroupWise GYWIA Mail Interface
O Groupize MTA Mail Interface

O GroupWise POA Scheduled Scan Jab

| Bookmarks

[ Documertation

[ System Maragement

T SepveriSoannet Management

= ] MBS (Metivare)
&3 l]_j Server management
= i Tnizards
g; Installicreate new scanner
& Migrate GyaYA 3 config
= ] Manage scanners
@ no menu items available

The Management Console will walk you through the rest of the process. For this
example a GWIA scanner will be installed.

To install a GWIA scanner, select ‘GroupWise GWIA Mail Interface’ and select
‘Continue’.

GWAVA 4 Installation Guide

This example will not
be a migration. The
steps are exactly the
same, except the
migration will ask for
your GWAVA 3
gmtacfg.ini file. When
the wizard asks browse
to the
<domain_dir>\GWAVA4
\config directory and
select the ini file for
the installer.

Page | 16



GWAVA provides helpful information before the scanner is created. Read the
information then click ‘Continue’.

» Create new GWIA scanner
Welcome to the GWIA scanner creation wizard.
A GWANWA GYYIA mail scanneris a program that filters mail at the GYVIA level for GroupiWise.
To ensure a smooth installation of this agent, some information about your current GroupWise system
needs to be supplied. You may also undertake some of these steps manually after the GYWAWVA netwark
has been configured if you wish to maintain control of the process yourself.

Prerequisites:

o Know the path an the server to the GWIA directory.
o Know the path on the server to the GWIA configuration file.

Post install:

After installing the GYWANVA GWIA agent, it is necessary to restart the target GWIA. ¥ou will be reminded
of this at the end of the setup wizard.

Continue

Enter the name of the new GWIA scanner. Choose a hame you will be able to
recognize as this particular GWIA scanner when you see it in the scanner list.

» Create new GWIA scanner

Scanner Name | MYARE-GAAYTA,
Install on this server MYWES (Met¥Ware)
':sys:;’system;’gwia.dg

GWWIA Startup File

Example: sys/faystamiguia.cfg

':data:,"g rpwise/gwdomAwpgate/gwiad

Example: sysfgrpwisesdamainfp gatesgmial

WA Path

Also enter the paths to your GWIA. The first path is to the GWIA.CFG in your
SYS:\SYSTEM directory. The second path is to the GWIA working directory. This is
under the domain directory (gwdom in the example shown).

If you are unsure of these paths, DO NOT click ‘Continue’ until you have verified the
paths.

Verify configuration file directory

For the GWIA scanner the needed file is gwia.cfg, for an MTA scanner the file is
<domain_name>.mta. These files for NetWare will be located in SYS:\System most of
the time. For Linux these files will probably be located in
/opt/novell/groupwise/agents/share.

To verify this, browse to the SYS:\System or /opt/novell/groupwise/agents/share
directory and make sure you find the file the scanner installation is asking for.

If the file is not there, consult Appendix A: Locating Configuration Files.

GWAVA 4 Installation Guide

Make sure you use
forward slashes in the
path.

The gwia.cfg file will
be located wherever
the GroupWise NLMs
are located.

The MTA startup file
does not have to be
the domain name, but
it most often is. Look
for something that
ends with the
extension ‘MTA’, it is
most likely the startup
file.
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Verify domain directory

Once the configuration files are found you can find out where your domain directory
is by looking in the gwia.cfg. At the bottom of the file there should be a ‘Home’
switch that resembles /Home-\\NETWAREG4\vol1\dom1\wpgate\GWIA or /Home-
Vol1:\dom1\wpgate\GWIA or --home /mail/dom1/wpgate/gwia. The part before you
get to the wpgate directory is your domain directory, just add the wpgate/gwia on to
the domain directory for the GWIA path when installing a GWIA Scanner.

When you’ve entered the paths correctly, click ‘Continue’.

Scanner Options

. . . You will not see this
There are two sections of scanner opt1ons, viruses and Spam.

screen if you are doing
First select your AV scanner, for this example file locking is displayed. Typical file a migration.
locking AV products are McAfee NetShield and Symantec AV.

You can quickly setup the scanner with some of the most commaon default security options The Virus scanner
selection option is only
Stop Viruses using [ Selectyour primary virus scanner available in NetWare.
Selectyour primary wirus scanner Kaspersky will
Enabling virus scanning Don'tuse an AY engine and detecting file types automatically be used
attachments. Kaspersky Ay as your AV scanner in
Sophos SANY Linux.

# advanced settings ETrust 7.0
File locking (generic)

For Kaspersky, Sophos
SAVI, and ETrust all
you have to do is
select it from the list.

For a file locking AV GWAVA needs access to the file system via a NDS user. Admin is
typically used for this purpose. Fill in the server and admin/password fields.

# Setup Wizard
You can quickly setup the scanner with some of the most common default security options

Stop Viruses using | File lacking (generic) v

Mote: After installation, gwava must be restarted to attach to selected virus scanners Make sure you enter
the fully distinguished
name and context of
the object (as shown).

File locking configuration

ccn=MNetwareGd.ou=servers.o=GWANA

(requirez FO'N ie. .cn=senver.ou=it.o=company)

Login name cn=admin.o=GiWAWA

Local MNDS server name

Login password [
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Under ‘Stop Viruses’ click ‘advanced settings’ for more installation options.
Check/uncheck what best suits your needs.

=l advanced settings

[0 Quarantine infected messages

Block attachments with file names commonly associated with viruses (* .exe, * pif, * wbs etc)
Quarantine messages blocked because of attachment names

Detect and block attachments commonly associated with wiruses (fingerprint exe, pif, com etc)
Store fingerprint blocked meassages in the quarantine system

Under ‘Stop Spam’ click ‘advanced settings’ for more installation options.

Check/uncheck what best suits your needs. Once you are satisfied with the
configuration click ‘Continue’.

Stop Spam

Enabling spam detection includes enabling the heuristic detection system and the SURBL and RBL features in GWAWA,

=l advanced settings

Enable antispam heuristics service

CQuarantine messages detected by the heuristics engine
Enable RBL service

O CQuarantine messages detected with RBL
Enable SURBL service

O duarantine messages detected with SURBL

Verify the information and paths are correct and click ‘Install’.

» Create new GWIA scanner

The requisite information has been collected and is ready to be deployed. If you are satisfied that the
installation infarmation is correct, press the install button to commit the installation procedure to the

GYWAVA netwark.

Scanner name  NWES-GWIA

Install to server  MWYWES (MNetyWare)
GWIA startup file sys/systemigwia.clg

GWIA path data:igrpwise/gwdomiwpgate/owia
Stop Viruses Yes

Stop Spam Yes

Install
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When this dialogue appears the scanner is ready for operation.

L\_vf] GWIA scanner installation finished

Activating virus scanning ...

Activating Attachment Blocking ..

Setting up Fingerprinting ...

Setting up Spam System ...

Setup of Antispam system complete. Make sure you have the antispam system installed and running.

Scanner MYWB5-GWIA was created successfully.

You should now refresh your servers view far the server that this scanner was connected to for configuration
options.

Your GroupWyise GWIA needs to be restarted for this GYWWIA scanner to became active. (click here for
GWWIA restart instructions)

Before the scanner can be used, GroupWise needs to be restarted. Because we
installed a GWIA Scanner all we have to do is restart the GWIA. If we had installed a
MTA scanner, you need to restart the MTA.

Netware Restart Instructions

To restart the GWIA, go to the GroupWise Internet Agent screen via a remote console
and press ‘ESC’. Select ‘Yes’, and wait until the agent goes down. Then from the
system console type ‘gwia’ and that will load the GWIA back up.

To restart the MTA, go to the MTA screen via a remote console and press ‘ESC’.
Select ‘Yes’, and wait until the agent goes down. The from the system console type
‘ewmta @<MTA_startup_filename>.mta’. For example, ‘gwmta @gwdom.mta’.

Linux Restart Instructions

In Linux it is easy to restart all of GroupWise. Open a shell prompt and type
‘rcgrpwise stop’ and then after it is finished type ‘rcgrpwise start’, and GroupWise
has been restarted.

After the restart of GroupWise, messages should start to flow through GWAVA. Verify
GWAVA is working by checking the statistics screen found in the GWAVA 4
Management Console.

To view the stats, log in to the Management Console
(http://<server_ip_address>:49282), then under ‘Server/Scanner Management’ select
your Server, then ‘Manage scanners’, then click ‘Scanner Information’, and finally
click on ‘Statistics’.

GWAVA 4 Installation Guide
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Selecting STATISTICS gives you this page. If numbers are filled in, your Scanner is
working properly.

GWAVA

™ i Statistics Hwn £ E Y e
" Home Pages o H w2 T @
Statistics recorded at 14:51:02 on Thu Jun 21, 2007 Request stats refrash
) Welcome
A Quarartine manager
Statistic Overall Today
[ Bookmarks Messages processed 775 235
L Wiruses detected 2 it
T Spamn threshold 1 detected 0 o
' ServenScarner Management
Spam threshold 2 detected O a
=T WPHEN (Metvvare) Sparn threshold 3 detected O 1]
a () server managemert Spam threshold 4 detected 0 o
& [ wizards
¢ Manage scanners Spam threshold 5 detected 5866 185
£ I RHE1 -Gira (GA) SURBL hits 3031 114
# (] General settings REL hits 3594 105
# ] Seanning configuration B — 0 0
# ] Message services
# (] Exceptions Tet filters matched ] ]
© ¢ Scanner information IP address fiters matched 0 ]
Status Source addresses matched 23 i
|l statistios e
# ] Configure G4, settings e o o
® (] Manage scanner ohiect
Attachment types 0 g
matched
Fingerprints matched 1205 49
Messages blocked 5917 184
Sender notifications a a
Recipient natifications ] ]
Admin notifications 0 a
Address notifications o o
Quarantined messages 2872 68
Sparn tags a a
Junk flags o o

To configure the spam settings appropriately, refer to the Spam Configuration guide
found in the GWAVA4Install directory.

Congratulations, GWAVA has been installed and will protect your e-mail system. For
more documentation please visit http://support.gwava.com/wiki.
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APPENDIX A: LOCATING CONFIGURATION FILES

It is rare to see the Linux configuration files not in
/opt/novell/groupwise/agents/share; only NetWare instructions are included to find
your GroupWise configuration files.

NetWare

If your GroupWise system loads automatically during startup, load up the
autoexec.ncf in an edit window by typing ‘edit autoexec.ncf’. Scroll to the bottom of
the autoexec.ncf and it should look similar to the following example.

AFSGEW. NCF

In the autexec.ncf, look for the gwia.ncf or the grpwise.ncf. If you found those files,
look at where it is located. In this example it is located in sys:\grpwise7. Now that |
know that sys:\grpwise7 has some of my data in it | can look in there for more
information.

From my administrative workstation | access that directory and look inside the
gwia.ncf first. | now know that my gwia.cfg is located in sys:\grpwise7

4 gwia.ncf - Notepad
File Edit Faormat Yiew Help

Eear‘ch add sys:ihgrpwise?
oad sys:hgrpwise7igwia @ogwia. cfg

Now | need to find my MTA startup file so | open grpwise.ncf. After reviewing
grpwise.ncf | know that my MTA startup file is named GANETWAR.MTA and is located
in sys:\grpwise7.

) GRPWISE.NCF - Motepad
File Edit Format Wiew Help

LoaD address spaces=MTA SYS:IWGRPWISE7TW\GWMTA @S NETWAR. MTA
LOAD SYS5:NGRPWISETWGWPOA &POL. POA

At this point you should have enough information to complete the scanner wizard.
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APPENDIX B: TCP/IP PORTS GWAVA 4 USES

GWAVA 4 has its own web services that allow access to the Management Console and
QMS through a web browser.

GWAVA does have its own port assignments that you should be familiar with. The key
port to remember is “49282”. An easy way to remember it is that 49282 spells out
GWAVA on a touch-tone phone.

It is also important to note that if you do use SSL, you will need to have an SSL
certificate and key generated by yourself or a CA.

Port SSL Port Name Comment

GWAVAMAN e  GWAVA Administration Console.

e If you use SSL, both ports 49282
AND 49382 must be opened.

e The Management Interface uses
this port to communicate with your
Web Browser.

49282 | 49382

GWAVA e Internal port used by GWAVA to
communicate with the other

GWAVA modules

49283 | 49383

ASENGINE e Internal port used by ASENGINE to
report spam scanning results to

GWAVA

49284 | 49384

GWAVA QMS e GWAVA Quarantine Management

System

e Users will need to be able to web
into this port to access their
quarantine or release messages
from the digest.

e Should be accessible from
wherever users will be using

GroupWise.

49285 | 49385

User Access to QMS

We suggest that you make a DNS entry that resolves to the physical server where you
are installing GWAVA 4 both inside and outside of the firewall. Use THIS DNS address
to refer to the GWAVA 4 server.

GWAVA 4 Access to the Internet

GWAVA 4 needs to access the Internet by http. This is how GWAVA stays updated,
among other things. Please ensure that GWAVA 4 has access to the Internet. If a
proxy is required, be sure to set that up in the GWAVA 4 administration console.

GWAVA 4 Installation Guide

Once you have opened
up port 49282 and
49285 in the firewall
you can access the
Management console
and QMS from
anywhere by using the
server’s hostname with
the port of the service
you are trying to
connect to added on.

You can use the
hostname of the GWIA
or one you’ve created
yourself.

Example:
Mail.gwava.com:49282
accesses the
Management Console.

Mail.gwava.com:49285
accesses QMS.

Page | 23



APPENDIX C: DISASTER RECOVERY

Disaster recovery is an important topic with all server software products.

Restoring GWAVA from backup

GWAVA 4 already has some backup mechanisms in place. Each critical piece of
GWAVA has a backup directory. The key paths to look at (NetWare or Linux) are:

...\config\backup (Configuration DB backups)

..\services\gqms\backup (QMS DB backups)
...\services\asengine\configs\<config_id>\backup (Spam Dictionary backups)
..\services\gms\data\storage\ (your Quarantined messages are here)

To back up only critical data have your backup software only back up the directories
listed above. The rest of the GWAVA directory structure isn’t critical. If you use this
method you’ll need to restore the backed up zip files and then unzip the contents
before GWAVA is fully restored.

For a complete backup, you can back up the entire GWAVA directory structure, but it
isn’t necessary. This will enable you to get GWAVA up and running faster but requires
more disk space.

If you need to restore GWAVA 4, take the following steps:

Reinstall GWAVA 4 from scratch.

Shut down GWAVA (gwavadn or rcgwavaman stop)

Find your backups and restore them to the GWAVA 4 directory structure.
Reconnect your interfaces (GWIA, MTA, POA).

Bring your GroupWise components back online.

Start GWAVA 4 (gwavaup or rcgwavaman start). You should be back to the
same configuration as before.

GWAVA 4 Installation Guide

Page | 24



Reconnecting Interfaces

Once your GWAVA 4 system is running again, you will need to reconnect your GWIA
and MTA.

GWIA

There are specific examples provided for Linux and NetWare. Basically, the
GWIA.CFG needs the smtphome switch added to the bottom.

NetWare Example
Here is a NetWare example of the switch to include in the GWIA.CFG file (normally in
SYS:\SYSTEM)

)HH—"gHaua.cuM"

ssMtphome-data:grpuise/gudom/uwpgatesguiasIrd

The /smtphome switch points to the directory “3rd”

Linux Example
Here is a Linux example of where to put the switch in the GWIA.CFG file, normally
found in the /opt/novell/groupwise/agents/share directory.

--smtphome sopti/novell/groupwiseslxdemoslxdemdom/wpgates/gwias3rd

For this example, here is the directory structure under GWIA. Note the path to this
directory.

—_— —— —

f 5 f [ 1 [ 17 1 [ 1 [ 1T ' B O f 1
IE |:| opt | | novel groupwise kdemo | | kedemdom | | wpgate | | gwia | | 3rd | | result

Placesw X 1] 1
| | [ |
root —

(S o ———
gwavatmp recene | g_?;-‘“ié}
m Desktop 1 —

] Fiie System ,EL

EQ!NEl‘.\lnrk Servers | |

=] Floppy Drive send

) Blank CO-R Disc
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These are just
examples. The domain
can be anywhere you
specify during the
GroupWise installation.
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MTA The MTA startup file

. . does not have to be
If you have an MTA scanner, you will need to add these lines to the end of the the domain name, but

<domain_name>.mta configuration file. Here is an example: it most often is. Look

for something that
ends with the
/vscan-EXCLUDE extens'1on MTA’, it is
{vstype-MESEAGE most likely the startup

/vsnamevalue-MTASieve file.
‘wsthread-50
/vsdomain-DUMMY
fwsport-7108
/wsaction-DISCARD

POA

There is no need to do anything special to reconnect the POA. Assuming that IMAP is
enabled on the POA and that the trusted application key is the same, it should just
work as before.
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APPENDIX D: MOVING A GWAVA4
INSTALLATION

GWAVA 4 was designed to be portable. All of GWAVA’s components are under the
same directory. This means that you can move your GWAVA 4 installation to any
other place and it will run the same as before.

Some Linux purists have noticed that GWAVA 4 does not store its logs in the /var/log
directory as other traditional Linux applications. The main reason for this is the
portability of the GWAVA 4 system.

To move a GWAVA 4 system the general steps are as follows:

Shut down GWIA to stop the flow of messages through GWAVA

Shut down the MTA if you have an MTA scanner

Shut down GWAVA by using GWAVADN or rcgwavaman stop

Copy the directory structure to its new location

Edit AUTOEXEC.NCF to update the system path referenced to GWAVA
Edit the paths for the system/startup files

Start GWAVA 4

Restart the GroupWise components that were stopped

The specific steps for moving GWAVA are outlined below.

Moving GWAVA on NetWare
In this example GWAVA will be moved from the SYS volume to the DATA volume.

Shut down the GWIA. Press ‘ESC’ and select ‘Yes’ from the GWIA console screen.
Shut down the MTA. Press ‘ESC’ and select ‘Yes’ from the MTA console screen.

Shut down GWAVA by typing ‘GWAVADN’ at the system console.

Loading Module GWAVAVSA.NLM [NDT MULTIPLE]
MLBS5: gravadn
nloading modules from address space GHAVA4.
GUUGWIA: Waiting for threads to exit...
Module GHUGHIA.NLM unloaded
ASENGINE: Haiting for threads to exit...
Module ASENGINE.NLM unloaded
GHAVAUPD: Haiting for threads to exit...
Module GHAVAUPD.NLM unloaded
GUAUAPDA: Waiting for threads to exit...
Module GHWAVAFPDA.HNLM unloaded
GHURELAY: Haiting for threads to exit...
Module GHURELAY.NLM unloaded
AUTOBLOCKER: HWaiting for threads to exit...
AUTOBLER. NLM unloaded
: Haiting for threads to exit...
GHAVA.NLM unloaded
CLXNLM32.NLM unloaded
CLHNLM3Z.HLM unloaded
NLMLIB.NLM unloaded
REQUESTR.NLM unloaded
THREADS.NLM unloaded
LIBC.NLM unloaded
nloading modules from address space GHAVA4CFG.
GHAVAOMS : Haiting for threads to exit...

Using your administration workstation, copy the entire directory structure at
SYS:\OPT\BEGINFINITE\GWAVA4 to DATA:\OPT\BEGINFINITE\GWAVA4.

GWAVA 4 Installation Guide

The GWAVA NCFs that
must be edited are
found in the GWAVA4
directory under
assets\bin.

This same process
could be used to move
GWAVA to a cluster
volume. You will need
to make sure each
server has an
appropriate search
path to the
GWAVA4\assets\bin
directory.
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Everything that has to do with GWAVA is under that directory so you can move it
without any issue.

The Autoexec.ncf must be edited first to reflect the new GWAVA location. At the
system console type ‘Edit AUTOEXEC.NCF’.

Look for the SYS:\OPT\Beginfinite.

entry and change it to DATA:\OPT\Beginfinite...

urrent File "S M~AUTOEXEC. NC

LOAD EMBOX.NLM
opennbem. ncf

#Added for UMware Tools
LOAD UMLTOOL

SEARCH ADD S¥5:system
3¥5:system~GRPUISE. NCF
# 5¥5:system~TSAFSGH. NCF

SYS:ssystemsguia. ncf

Load AFREECON.HLM

striweb

#udduanidd GHAVA4 #ududduiss 6-22-2887 16:29:12
SEARCH ADD SYS:~OPT~BEGINWFINITE~GHAVA4~ASSETS“BIN
gHavaup

Ctrl1+F=Find F3=Find Mext Ctrl+R=Replace Esc=Exit

For example:

#agangunas GUHAUAd #susasuasus 6-22-.2087 16:29:12
SEARCH ADD DATANOPTSBEGINF INITENGHAUVA4SASSETS-BIN

guavaup

Now go to the DATA:\OPT\BEGINFINITE\GWAVA4\ASSETS\BIN directory, and find the
GWAVAUP.NCF and RESTARTGWAVA.NCF files.

Edit these files by finding all references to the SYS: volume and change them to
DATA: volume.

B GWAVAUP.NCF - Notepad

File Edit Format Yiew Help

LoAD address Space=GWAVAICEG DATA:NOPTA\BEGINFINLTENGWAVAd \ASSETS\EINYSOLITES

LOAD address space=GwAVA4CFG DATAINDPTNBEGIMFINITENGWAVA4NASSETSNBIN\gwavaman /Consolelog /RODT=DATA: \OPT\BEGINFINITE\GW
LoaD address space=GWAVAACFG DATAINOPTNBEGINFINITENGWAVA4NASSETSNBINYOQwavagms sConsolelog

LoAD address space=GwAvAd DATAINOPTHNBEGINFINITESNGWAWA4NASSETSNBINYGwava /ConsoleLog

LoAD address space=Gwavad DATAINOPTHBEGINFIMITEMNGWAVA4“NASSETSNEBINNautoblkr sConsoleLog

LoaD address space=GwWAvAd DATAINOPTNEEGINFIMITENGWAVALSNASSETSHEINNgwyrelay sConsoleLog

LoaD address space=GWAVA4 DATA:NOPTNBEGINFINITENGWAVALNASSETS\BIN‘\Gwavapoa sConsoleLog

LoAD address space=Gwavad DATA:INOPTNBEGINFIMITEMNGWAVA4'ASSETS\BIN“Gwavaupd sConsoleLod

LoAD address space=Gwavad DATAINOPTNBEGINFIMITEMNGWAWA4“ASSETSN\BINNasengine SConsoleLog

LoaD address space=GwAVAd DATA: \OPT\BEGINFINITE\GWAVAd\ASSETS\BIN\nggwwa /consoleLog

s (Commented out by install...) LOAD address space=GWAVA4CFG SQLITEZ

s (Commented out by install...) LOAD address spaces=GWAVA4CFG gwawvaman AConsoleLog /ROOT=VOLL:\Gwavad
s (Commented out by install...) LOAD address space=GwAVA4CFG gwavagms sConsoleLog

s (Commented out by install...) Loap address space=GwAvAd gwava AConsolelLog

s (Commented out by install...) LoAD address space=Gwavad autohlkr fConsoleLog

s (Commented out by install... address space=Gwavad gwvrelay JConsoleLod

LoaD address space=GWAVAd gwavapoa sConsolelog

LOAD address space=GwAvAd gwavaupd /Consolelog

LoAD address space=Gwavad asengine /ConsoleLog

LoaD address space=Gwavad gwviwia fConsoleLog

s (Commented out by install...
s (Commented out by install...
s (Commented out by install...
s CCommented out by install...

R A A
-
o
b=
=]
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Edit the RESTARTGWAVA.ncf to also reflect the changed volume.

[P RESTARTGWAVA.NCF - Notepad

File Edit Format ‘iew Help

uMLoaD ki1l address space=Gwavad

UMLCAD address space=GWwAvAdCFG

DATA NOPTHEBESINFINI TENGWAVAA W ASSET SNEI N gwavaup. ncf

s (Commented out by dnstall...) UNLOAD k"IEh address space=cwavad
; (Commented out by dnstall...) UMLOAD address space=GwaAvadCFs

; (Commented out by dnstall...) gwawvaup.ncf

Before you can start GWAVA 4, the search paths must be corrected on the server.
Check the search paths by typing ‘Search’ at the server console.

i 5YS5:SYSTEMN
¢ C:“HMUSERVER- (default directory)
¢ C:“NUSERVER-DRIVERS™
tOSYS INJAVANBINN
tOSYS INJAVASNHGF XNB INN
tO3YS INJAVANNJCLUVZNB INN
O 3YS INNINUPDATENBINS
: BYS:NBINN
I BYS i\MYSOLNBINN
: SYS:NPHPS5™\
: SYS :\PHP-
: SYS:~APACHEZ2~
T SYS:NXTIERN
¢ SYS:NTOMCAT~N4NBINN
i SYS5:~SYSTEM™N
: DATA :NOPTNBEGINF INITENGHAUA4NASSETSNBINN

To fix the search path, first type ‘search del 16’ to remove the old search path and
then ‘search add DATA:\OPT\BEGINFINITE\GWAVA4\ASSETS\BIN’. Now you can run
GWAVAUP.ncf and GWAVADN.ncf without issue.

Start GWAVA 4 by running ‘GWAVAUP’ at the system console.

Start the GroupWise agents that were stopped earlier.
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Moving GWAVA4 on Linux

Before moving GWAVA, shut down GWAVA by opening a terminal and typing
‘rcgwavaman stop’.

3 Terminal — 0 X
Fie Edit Miew Temminal Tabs Help
SwavasDemo:~ # rcgwavaman stop (]

Shutting down /opt/beginfinite/gwavasassets/bin/mwrgwia
Shutting down Jopt/beginfinitefgwavasassets/bins/autoblkr
Shutting down /opt/beginfinite/gwavasassets/bin/gwavaupd
Shutting down Jopt/beginfinite/gwavasassets/bins/asengine
Shutting down /opt/beginfinite/gwavasassets/bin/gwavapoa
Shutting down Jopt/beginfinite/gwavasassets /bin/guwvrelay
Shutting down /opt/beginfinite/gwavasassets/bin/gwava
Shutting down Sopt/beginfinite/gwavasassets /bin/gwavagms
Shutting down /opt/beginfinite/gwavasassets/bin/gwavaman
GwavasDemo:~ # ||

Now that GWAVA is down you can move it to the new desired location. For our
example we’ll move GWAVA to /test/ instead of /opt/Beginfinite/.

We’ll use the terminal to move GWAVA 4 by typing ‘mv /opt/beginfinite/gwava
/test/’.

File Edit

View Temminal Tabs Help

Gwava4Demo:/ # mv Sopt/beginfinites/gwavas /test/ s

To verify that the move worked properly browse to the /test directory (cd /test) and
then view the contents by using ls.

Terminal

Fie Edit Yiew Teminal Tabs Help

GwavasDemo:~ # cd Stests |
Gwava4Demo: Stest # 1s
gwava

Now that GWAVA is moved we can create a symbolic link so that the gwavaman script
works properly.

To do that type ‘In -sf /test/gwava /opt/beginfinite/’.

Terminal

File Edit View Temminal Tabs Help

Gwava4Demo:/ # 1ln -sf /test/gwavas Sopt/beginfinites n
Gwavasbemo: / # ||

This same process
could be used to move
GWAVA to a cluster
resource. Each node
would need to have
the gwavaman
start/stop script
though.

The destination
directory must already
be created before
moving GWAVA.
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To verify that the link was made correctly, browse to the /opt/beginfinite directory
(cd /opt/beginfinite) and then view the contents by typing ‘ls’. The word gwava is
light blue, because it is a symbolic link or a pointer to the actual file location.

Terminal

Fie Edit Miew Teminal Tabs Help

Gwava4Demo: s # cd Soptsbeginfinites &
Gwava4bDemo: fopt/beginfinite # ls
backup gwava mods

If you go into the ‘gwava’ (cd gwava) directory you’ll see the normal file contents,
but it is actually reading from the /test/gwava location.

Terminal

Fie Edit Wiew Temminal Tabs Help

Gwava4Demo: fopt/beginfinite # 1s
backup gwava mods

Gwava4Demo: fopt/beginfinite # cd gwava
Gwava4Demo: fopt/beginfinite/gwava # 1s
assets config http restart.sh services temp

With that done you can now type ‘rcgwavaman start’ to start GWAVA in its new
location.

E3 Terminal — 0O X
Fie Edit “iew Temminal Tabs Help
Gwava4Demo: fopt/beginfinite # rcgwavaman start [3

Starting /ept/beginfinite/gwavasassets/bin/gwavaman
Starting /seopt/sbeginfinite/gwavasassets/sbin/gwavagms
Starting Joptsbeginfinite/gwavasassetssbinsgwava
Starting /ept/beginfinite/gwavasassets/bin/gwvrelay
Starting /Jopt/sbeginfinite/gwavasassets/bin/gwavapoca
Starting fopt/beginfinite/gwava/assets/binfasengine
Starting /Jept/sbeginfinite/gwavasassets/bin/gwavaupd
Starting /Jopt/sbeginfinite/gwavasassetssbinsautoblkr
Starting /ept/beginfinite/gwavasassets/bin/gwrgwia

GWAVA is now in its new location and operating normally.

GWAVA 4 Installation Guide
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APPENDIX E: NOTES FOR BUSY LINUX
SYSTEMS

By default, GWAVA uses 16 threads to scan messages. If for any reason you decide to
change this value there is a Linux limitation you should know about.

By default Linux sets a limit on the number of files any process can handle at any
given time. It is possible for GWAVA to run into this limit, on busy systems, if some
changes are not made to the Linux system.

If mail halts and all of GWAVA is still running you may have ran into this issue.
To verify that this actually is the problem you are looking at:

Find the pid of asengine (ps ax | grep asengine).

Write down the pid.

Then type Tsof -p <asengine_pid>.

The fourth column over is for FD (file descriptors) and if it shows any of:

e 1020r
e 1021r
e 1022r
e 1023r

Then we have run into the limit. So use these steps to correct it:
Adjustments:
Set kernel parameter fs.file-max to 65535:
Edit the file /etc/sysctl.conf and add:
fs.file-max = 65535
Set the hard limit for max number of open files to 65535:
Edit the file /etc/security/limits.conf and add:

* soft nofile 65535
* hard nofile 65535

Edit the file /etc/pam.d/login and add:

session required /Tib/security/pam_limits.so
session required /1ib/security/pam_unix.so

Set the ulimit for all shells

Edit the file: /etc/profile.local and add:
ulimit -n 65535

Load the new parameters:

Type the following at a terminal prompt.

‘sysct]l -p /etc/sysctl.conf’
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Restart GWAVA by typing the following at a terminal prompt.
If you are still

‘rcgwavaman restart’ experiencing this
pausing after making
the changes, restart
the server.
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